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GUIDELINES FOR PRESENTING THIS MATERIAL

Parts | - IV are designed to provide parents
and instructors with basic information about \\
Internet safety. Kids should be encouraged \

to take the pages home for their parents to
read. Depending on the age/level of the
students, these sections can be given as
handouts for student reading, as well. For
younger kids, the information should be

distilled by an instructor, and presented in
smaller, more manageable pieces.

Parts V & VI are for both kids and parents.
The lists can be covered in a class setting,
taken home by students, and also reproduced on a large wall chart for regular reference.

Part VIl is a quiz designed for kids of all ages. It may be taken before the material has
been covered, then again after it has been studied, to measure the learning that has
taken place. The quiz can be done individually or in a group setting.

Part VIl is intended as a group exercise that gets kids thinking about Internet safety and
the consequences of unsafe practices. It will allow them to voice their individual opinions
and express concerns about Internet safety. Try to ensure that everyone contributes.

Part IX is designed to suggest ways of incorporating whats been learned into fun
activities. Exercises should be selected and organized based on the time, supplies,
resources, and supervision available.

Parts X & Xl are intended to help educate parents about Internet safety and suggest
ways they can protect their kids. The pages should be photocopied and sent home with
each child. You may wish to send a receipt form home, too. That way, parents can sign it
and return it via their kids, so you know the materials were received.

Part Xll is for further reference.
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GETTING STARTED

he amount of time and the resources
Tavailable to present this material will

determine what sort of exercises you
can do with the kids. You must also consider
the average age of the children in the

group. At the very least, try to go through
Parts | - IV with the kids.

LEARN THE LINGO

Before you begin, it would be beneficial to
get an idea of how much the kids already Q’
know about the Internet. Familiarize yourself

with the basic terminology that goes along
with Internet use. (For example, going
online , cyberspace , chatroom , download , hyperlink ,and server are some
common Internet terms.) If you re not sure about this lingo, you may want to

brush up on it yourself before your presentation.

If you have access to a school computer lab or a computer in a library, it could make your
presentation more effective. But don t let the lack of equipment deter you. Almost all
school-age kids are familiar with personal
computers and many also use the Internet,
so they Il have no trouble understanding
what you re explaining.

HOW TO PROCEED

Parts | - IV have been written for kids.
Discuss the Internet with them to find out
how much they already know about it and
what they use it for. Ask the group to
describe some of their favorite web sites.
Check to see if they currently follow any
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rules when using the Internet. You can then refer them to the Online Safety Rules on
pages 4 - 5.

Go through the rules, one at a time, and initiate discussion after each rule. (For example,
ask Does anyone know why its not a good idea to give out personal information over
the Internet? ) Discussing the rules allows kids to provide input and voice their individual
opinions and concerns. They may have already had experiences related to these topics
and can provide valuable insight to others.

The section titled Internet Safety Guidelines will provide rationale to support the

rules and reinforce their importance to the children. Go over this part with the group
after discussing the rules. This activity should take approximately 30 minutes.

GOOD LUCK!
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PART ONE: INTRODUCTION

toys, CDs, and movies; play cool video games; meet other kids from all over the

world; or just chat with your school
friends. Its even a big help with your
homework, sometimes!

The Internet is a really fun thing. You can do everything on it! Look for your favorite

But, as fun as going online can be, there are
some dangers you should know about. This
program discusses the most common

safety concerns related to using the Internet.
You may be familiar with many of them
already. Even so, its a good idea to remind
yourself of the basics to ensure that your
Internet surfing experiences are always fun
and safe!

=y

PART TWO: ONLINE SAFETY RULES

Keep this set of rules by the computer, so the whole family can reference them.

1. I will not give out any personal information, such as my address, telephone number,
parents work phone number or address  or the name and location of my school
unless | have my parents permission to do so.

2. | will tell my parents right away if | come across information or pictures that make me
feel uncomfortable (or stuff that | know they wouldn t want me to see).

3. I will never agree to get together with someone | meet online, unless | have permission
from my parents. If my parents agree to the meeting, it must be in a public place and
they must come with me.
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4. | will never send a person my picture or
anything else, unless | first check with my
parents.

5. | will not reply to messages that are mean
or make me feel uncomfortable. | will tell
my parents right away about those
messages, so they can contact the
Internet service provider. Its not my fault
if | get a message like that.

6. My parents will decide when | can go on
the Internet and how long | can be
online. We will make a list of the areas
| can visit and | will not access other areas
without their permission.

PART THREE: INTERNET SAFETY GUIDELINES

Talk with your parents about using the Internet. They Il want to set out some rules
for using it, and its best to always get their permission before you go online. Some web
sites and chat rooms are not for kids, but your parents will help you find safe sites to visit.

Keep your parents involved. Show them your favorite places on the Internet and tell
them about the people you meet online (and what you discuss). That way, they I| know
whats going on and will be able to offer you guidance or help if you need it.

Don t give out your personal e-mail address to strangers. Even if you have your
own e-mail address, its better to post your family s e-mail address (with your parents
permission) in case the sender isn t trustworthy. Sometimes people on the Internet are not
really who they claim to be. Once they have personal information about you or your
family, they can do whatever they want with it. Thats not a good thing!
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Don t give out personal information over the Internet. You must be very careful
about giving out information over the Internet. Never provide your address, phone
number or the name of your school, unless your parents say its okay. If the information
falls into the wrong hands, it could be used for harm.

You also shouldn t use your real last name when you re online. Use your middle name, or
make up a fun last name. And never give out your password(s) to anyone, no matter
what they tell you. The same goes for sending your picture or anything else to someone
you ve met online. As mentioned earlier, some people on the Internet can t be trusted. So
its better to be safe than sorry!

Tell your parents if something makes
you uncomfortable. If you see or read
something on a web site that upsets you (or
even something that you know you shouldn t
be viewing), stop and tell your parents about
it. Its easy to click and go to the wrong site.
If you get e-mails with strange or bad
messages from people you don t know, tell
your parents about those, too! But remember,
its not your fault if a stranger sends those
messages to you.

Don t agree to in person meetings. If someone you meet online wants to get together
with you in person , dont agree until you have your parents permission. And they
should go with you, if you do agree to meet. Remember, people you meet online are just
like any other strangers  until you see them face-to-face, you can t be 100% sure

they re okay.

Be sure to obey the online rules your parents have
set out for you and you Il have fun in cyberspace!
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PART FOUR: SAFE SEARCH ENGINES FOR KIDS

www.ajkids.com
a kid-friendly version of the site askjeeves.com;
just ask a question and wait for the answers!

www.yahooligans.com
a database of 20,000 sites that are safe for kids.

www.educationworld.com
a search engine of educational sites only,
plus other educational resources.

www.beritsbest.com
a directory of safe, recommended Web sites for children up to age 12;
each selected site has been carefully reviewed and given a rating out of 5.

www.awesomelibrary.org
15,000 carefully reviewed sources







